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Abstract— Cyber security is a basic term used nowadays by each and everyone in the world. It is appropriate to
know about cyber security as everything became digitized in our day-today life, because digital world is the place
where cyber crimes emerge. Securing the information has become one of the biggest challenges in the present day.
Various measures are taken in order to prevent these cyber crimes, though cyber security is still a very big concern.
In this paper I have made a study on cyber security, how far cyber crimes are increasing and what are the threats
we should be aware of.

Keywords— Cyber security; Crime; Communication; Protection;

I. INTRODUCTION

Cyber security is that the protection of internet connected systems, as well as hardware, computer code and
Knowledge from cyber attacks. In a computing context, security contains cyber security and physical security --
each square measure employed by enterprises to safeguard against unauthorized access to knowledge centres and
alternative computerized systems. Info security, that is meant to keep up the confidentiality, integrity and
convenience of information, could be a set of cyber security. One in every of the foremost problematic parts of
cyber security is that the perpetually evolving nature of security risks. The normal approach has been to focus
resources on crucial system elements and shield against the largest legendary threats that meant deed
elements un-defendable and not protective systems against less dangerous risks[1].

II. CURRENT STATISTICS

[1]To alter the present setting, informatory organization square measure promoting a lot of proactive and adaptive
approach. The National Institute of Standards and Technology (NIST), to Illustrate, recently issued updated tips in
its risk assessment frame work that suggest a shift towards continuous watching and Period assessments. Version
1.1 of the Framework for up important Infra -structure was free in Apr 2018. The voluntary cyber security
framework, developed to be used within the banking, communications, defence and energy industries, may
be adopted by all sectors, as well as federal and state governments.
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President Donald Trump issued Associate in nursing government order mandating that federal agencies adopt
the bureau Cyber security Framework (NIST CSF) in could 2017. As a results of security risks, investments in cyber
security  technologies and services square measure increasing. In 2017, Gartner foretold that
worldwide defrayal on info security product and services would reach $83.4 billion -- a seven-member increase
from 2016- which it'd still grow to $93 billion by 2018. Cyber attacks within the country caused monetary damages
to the tune of concerning USD five hundred thousand to India firms within the last 12-18 months, says a
study. "..more than half all attacks resulted in monetary damages of quite USD five hundred, 000,
including, however not restricted to, lost revenue, customers, opportunities, and due prices," the technology firm
Cisco 2018 Annual Cyber security report free these days aforesaid. Cisco interviewed around two hundred
organizations across vertical within the country as well as monetary services, producing, government (including
defence), telecommunication, retail, healthcare, prescription drugs, education. The report aforesaid that security is
obtaining a lot of advanced and scope of breaches is increasing

"[2] Defenders square measure implementing a posh mixture of product from a crosswise of vendors to
safeguard against breaches. This complexness and growth in breaches has several downstream...As per the survey,
Cisco found that thirty % of security professionals aforesaid they used product from twenty five to fifty vendors
and fifty four % of breaches affected quite half their systems in 2017. The report noted that provide chain
attacks square measure increasing in rate and complexness and demanded have to be compelled to remember of
potential risk of victimization computer code or hardware from organizations that don't seem to
possess a accountable security posture."These attacks will impact computers on a vast scale and might persist for
months or maybe years. 2 such attacks (in ed users by assaultive trustworthy computer code,” the report
aforesaid.

The survey found that security professionals see worth in behavioural analytics tools in locating malicious actors in
networks as sixty seven % of security professional aforesaid behaviour analytics tools work well. "In today's zero
perimeter worlds, wherever knowledge is everyplace, defenders have to be compelled to relook at cyber security
from strategic purpose of read. It is vital that security adopts new tools like computing, Machine learning and
incorporate best ways to mitigate risks," Vishak Raman, Director, Security Sales, Cisco India & SAARC aforesaid.
The Cisco 2018 Annual Cyber security Report shows that fifty per cent of organisations in India square measure
dependent on automation, fifty three per centsquare measure dependent on automation, fifty three per
cent square measure dependent on machine learning and fifty one % square measure extremely dependent on
computing [3].

The U.S. remains most at risk of such attacks, followed by China, per the recently free ‘Internet Security Threat
Report’ India emerged because the third most vulnerable country in terms of risk of cyber threats, love malware,
spam and ransomware, in 2017, moving up one place over previous year, per a report by security
solutions supplier Symantec. In 2017, 5.09% of world threats detected were in India, slightly under five.11% in
2016. The U.S. (26.61%) was most at risk of such attacks, followed by China (10.95%), per ‘Internet Security Threat
Report’. The global threat ranking is predicated on eight metrics — malware, spam, phishing, bots, network
attacks, net attacks, ransomware and cryptominers. As per the report, India continues to be second
most compact by spam and bots, third most compact by network attacks, and fourth most compact by ransomware.
The report conjointly discerned that with the threat landscape changing into a lot of numerous, attacker’s square
measure operating tougher to find new avenues of attack and canopy their tracks whereas doing therefore.

“From the unforeseen unfold of WannaCry and Petya/ NotPetya, to the swift growth in coinminers, 2017
provided North American nation with another reminder that digital security threats will come back from new
and sudden sources,” it said. Cyber criminals, it said, square measure space adding “cryptojacking” to their
arsenal because the ransomware market becomes expensive and over- crowded. Real threat “Cryptojacking could
be a rising threat to cyber and private security”, Tarun Kaura, Director, Enterprise Security Product Management,
Asia Pacific and Japan, at Symantec aforesaid, adding that, “The large profit incentive puts individuals, devices and
organizations in danger of unauthorized coin miners siphoning resources from their systems, more motivating
criminals to infiltrate everything from home PCs to massive knowledge centers.”

III. PAGE STYLE

Cyber risks have evolved considerably over the last number of years across business sectors. Cyber security is a
matter of growing concern as cyber-attacks cause loss of financial gain, sensitive info leak, and even very gain,
sensitive info leak, and even very important infra- structures to fail. The BFSI business, particularly, has become the
target of selection with malicious actors exploring each avenue they will so as to spot Area of vulnerability.
tho' the monetary sector has endowed vastly in security - and, logically, it's among the foremost advanced
once it involves IT security. However clearly, there is a lot of to be done.
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After the United States, India was most affected by
targeted attacks between 2015 and 2017 says Symantec
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Fig -1: Cyber security Landscape for Indian BFSI Business (2018)
IV. SECURITY BREACHES IN BFSI BUSINESS OF INDIA

e Union Bank: Hackers managed to steal Union Bank’s Access Codes for the Society for worldwide
Interbank monetary Telecommunication (SWIFT).

Axis Bank: Unauthorized login by Associate in nursing anonymous, offshore hijacker.

Hitachi Payment Systems: Malware Caused breach of Bank knowledge.

Yes Bank: Malware attacked some ATMs and POS machines.

Bank of Maharashtra: Central Server Hacked.

[4].An average OSINT Score of B+ doesn’t justify the cyber security system in situ for BFSI Sector Banking sector
in India is found to possess a long time, sturdy encrypted links between their server and shopper browser, with
most of the banking organization having Associate in Nursing A+ average rating in terms of their SSL score. Large
Indian Banks and Telcos square measure the foremost mature with average score of ~60% with little Banks
still insulation way behind at ~45% Insurance sector in India is found to possess a long time, sturdy encrypted
links between their server and shopper browser, with every of the arena having Associate in Nursing A+ rating in
terms of their SSL score Client- Server laptop programs for monetary services square measure found to be poorly
performing against potential cyber attacks with a mean web-app security score rating of below B+.
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Fig -2: Security Score snap for Indian BFSI business

[5]There are certain types of cyber security threats. The process of maintaining with new technologies, security
trends and threat intelligence could be a difficult task. However, it is necessary so as to safeguard info and
alternative assets from cyber threats that take several forms.

127



IJEMHS (www.ijemhs.com) Volume 31, Issue 02, Quarter 02 (2019) Publishing Month and Date: 29th June, 2019

Ransomware could be a kind of malware that involves Associate in nursing assailant protection the
victim's ADPS files -- usually through secret writing -- and hard a payment to decipher and unlock them. Malware is
any file or program won’t to damage a human, love worms, laptop virus, Trojan horses and spyware. Social
engineering is Associate in nursing attack that depends on human interaction to trick users into breaking security
procedures so as to achieve sensitive info that's usually protected. Phishing could be a sort of fraud wherever
deceitful emails square measure sent that match emails from honoured sources; but, the intention of those emails
is to steal sensitive knowledge, love master card or login info.

V. ELEMENTS OF CYBER [7][6]:
A. Application Security

Application security involves steps taken through an information application’s lifecycle to across any attack to
trespass the permission limits set by the security policies of the fundamental system. The security protocols set
right the exceptions in the systems that are inherently flawed due to design, development, and deployment, up-
gradation or maintenance of the application. Applications are only concerned with counteract the utilization of
resources granted to them. The limited use of resources is resolved through the application users via application
security. The methodology to gear threats to application security implicate knowing about the possible threats,
adequately improve the security of the application, network or host, and embedding security within the software
development process.

In the context of application security, an asset relate to a resource of value like information within a databank or in
the file system or system resource. The challenge is to acknowledge the vulnerabilities within the main system
which when becomes liable to the cyber attacker can be exploited to stipulate worthy insights into the functioning
of the application. The hazard can be mitigated by weaving security within the application.

B. Information Security

Information security implicates protecting sensible information from improper access, usage, revelation, breach,
alteration, perusal, scrutiny, damage or recording. This is an assurance that censorious data is not lost when any
issue like natural disasters, malfunction of system, theft or other potentially harmful condition arises. The
characteristic defining securities are confidentiality, integrity and availability. The information systems are a
collection of hardware, software and communications. The reason is identifying and applying information security
relate to protection and prevention mechanisms at the three levels. The procedures developed serve as rule of
thumb for administrators, users and operators to agree to safe usage practices for increase security.

Data privacy relates to thwarting the inflexible or negligent information revelation to improper systems or
individuals. Confidentiality is forced through encryption of censorious information during transmission over fragile
communication channel vulnerable to eavesdropping. The ground where information will be visual are restricted
like databases, log files, backups, printed receipts etc. and by imposing restrictions on the information storage area.
It thwarts security breach which can lead to disclosure of private information from a safe system. Data integrity
refers to maintenance and certainty of the reliability, consistency and accuracy of categorized data throughout its
life. This includes preventing undetected or unauthorized modification of data either in storage or while in transit.

Data availability means information is convenient for use when requested by authorized services and users. This
calls for appropriate functioning of systems employed for accumulation and processing information, protection
controls used for protecting information, and the network channels used for accessing it. The system should be
available round the clock by not allowing service disruptions owing to power failures, hardware bug and system
upgrades. This also applies in restrain denial of service attacks. Authenticity implies genuineness of the
information, transactions, communication. It complicates checking the credentials of the users travelling to
perform with the system. Non-repudiation denotes that the litigant complex in a transaction cannot reject their
role with data transmission or admission. Risks that defend the potentially of damaging the information system are
tax and requirement mitigation pace are taken.

C. Disaster Recovery/ Business Continuity Planning

Business continuity is the process of summoning into action draught and direct procedures which empower a
brigade to impel out the operation of its fastidious business units, while a diagram or unmeant disruption
hampering regular occupation operations is in effect. Once a cyber spike has brought the office to a grind by
crippling the advertisement systems, this disaster restoration delineation behave a viable party in keeping
judicious parts tick-tock to make the transaction outlast. The planning assists in induce down the recovery expense
and functional overheads. The essential aspects determine below should be intensely centered upon for created
effective trade cohesion diagram that will allow businesses to sail through difficult times effortlessly.
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e In the event of a disaster striking the information system, what are the primary areas where notice should
be committed? Should the authorized users be inviting upon to ensure their safeness or the bank or e-
repayment gate are approached to discover that the employment metropolis is wicked? The casualty
response caravan should be adequately ready to tackle the injure and the Crisis Management generate
should start deed its mite.

e  Which areas of the trade should be centralized on first for restoration? Should this be the party which
helps as the currency cow or should it be the one where the bulk of capital has been directed to? Which
part of the information system is vital for sustained futurity’s advancement? The identified division should
be the matter unit that is the most fastidious.

e  What should be the logical period frame within which the recovery of critical notices one should be
started? The face to this question will ask calculative the share of expense complex in recovering from a
disruption.

e What means and infrastructures would be claiming to bring about an effective IT restoration? One should
critically contemplate the opposite importance of each contributing prospect. This will remedy in gaining
clarity on the cause involved. The burden of tendency occupation unbrokenness stops on the shoulders of
office leaders.

e  What would be the most strategic point to demeanor business recovery? Will the vocation core have
suitable space or would it be overwhelmed with other injure struck lead?

e  Once the disaster revival sketch has been pressed into service and the work has been begin in conquer
efficiency, assessment has to be deportment to settle the life of such operations in the no-availability of
greater usable sites. Careful assessment should be done to understand the buoyancy of vocation.

e The mishap restoration design should be touchstone at least once every year to find out that the
contrivance yields the desirable effect, should a concern recovery is commission.

A concern continuity plan takes a compendious approach to deal with entertain wide mishap sign. A disaster
revival device inseparably is a subset of business continuity and straightforward its centre on taking relevant
footstep to get the natural calling trading operations resumed at the original. The execution of disaster recovery
plan takes spot animated on the protuberance of disaster. It contains in detail the register of erect that is to be
finish for effective revival of sensitive information technology infrastructure. Disaster recovery scheme leads to the
formation of a project assemblage to comprise out risk assessment, prioritization jobs, disentangle restoration
strategy, prepare register and get the plan documented. The implementation of the plan is outranked by disclosure
of proof criteria and hearing procedure.

D. End User Education

The human element in cyber defence is the weakest link that has to be adequately trained to make less woundable.
Comprehensive carelessness policies, procedures and procedure have to be understood in depth by users who
regularly interact with the highly secure system and accessing categorized information. Periodic end use education
and survey are urgent to highlight the organizational weaknesses, system vulnerabilities and security vent to the
use. Sound security conduct of users should take precedence over other aspects.

It has been observed that educative divulge randomly or at high-level prove to be less profitable than crowded,
transform training and vex that have been custom made to seize limited behavioural patterns and Art of users.
Senior leadership should compulsorily participating in training events for demonstrating the subject of accountable
surety behaviour to better clothing up to tackle the challenge of cyber-invade.

Strong cyber security prospectus trust in leveraging a combination of technological and human elements.
Organizations should exhibit keen interest in investing in areas of human supported security separately from
technological infrastructure. Substantial help can be drawn by stipulate greater transparency and exhibiting
willingness to comprise newer techniques by users. The drill should be supported on inquiry general ship for
identification of the behaviour and motivation of users at distinct levels of complaint shelter. Better hominid
element procedure in the security chain can be established by suitable insights into the viewpoints of users
regarding technology and response to protection threats.

Cyber crimes are increasingly becoming sociable engineering, wherein perpetrators of the arson bedeck means to
respectable scholarship concerning organizational stakeholders. Training will admit old contrivance to familiarize
themselves with system users that will succour to better nurture knowingness regarding user specific attack
advantage and intrinsic spring fitted of providing access to fiduciary instruction. User training will remedy expel
resistance to change and lead to closer use inquiry.
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VI. CONCLUSION

Computer security is a vast topic that is becoming more important because the world is becoming highly
interconnected, with networks being used to carry out critical transactions. Cyber crime continues to diverge down
different paths with each New Year that passes and so does the security of the information. The latest and
disruptive technologies, along with the new cyber tools and threats that come to light each day, are challenging
organizations with not only how they secure their infrastructure, but how they require new platforms and
intelligence to do so. There is no perfect solution for cyber crimes but we should try our level best to minimize
them in order to have a safe and secure future in cyber space.
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